IIVTAH

JlomaTok

110 Hakasy Jleprkkomrenepamio

3aX0/iB 3 PO3BUTKY HU(PPOBOI iHPPACTPYKTYPH
Jlep:kaBHOT0 KOMITeTy Tejie0aueHHs i pagioMoBiaeHHs YKpainu Ha 2024 pik

J:;-’ Jaxomu Bianosigannhi 3a CTpok Ingukarop OuikyBani
- BHUKOHAHHA BUKOHAHHA BHUKOHAHHA pe3yabTaTH
L{ugposuii pozsumox
1 Beenenus B JOCITIAHY eKCIUTyaTalio BiAaL1 3a0e3neueHHs MIPOTATOM B3SITO y4acTh Yy CKJIal Ha/IaHHS ITyOJIIYHUX
MIPOTPaMHOTO 3a0e3neyeHHs JlepaBHOTO JTOKyMEHTOOOIry Ta POKY ctBopenoi MKIII po6ouoi MOCITYT 3[IIHCHIOETHCS B
peecTpy BUJIABIIIB, BUTOTOBJIIOBAYiB 1 1upoOBOro pO3BUTKY rpynu 3 ynposaxeHHs IKC eJIEKTPOHHIH hopMi B
PO3MOBCIOIKYBaUiB BUAABHUYOT MPOTYKIIii YIIPABIIiHHS 3 [IUTaHb; «/lepkaBHUI peecTp BUIABLIB,  TECTOBOMY CEpEI0OBUILI
JIOCTYIIy 110 BUT'OTOBJIIOBAYIB i
iH(popMariii Ta PO3IMOBCIOKYBayiB BUAABHUYOI
HiATPUMKH MeJia, MPOTYKIIID).
FOPUAMYHAHN Biai Po3pobnene nporpamue
3a0e31eUeHHs] IHCTAIbOBAHO Ha
wiardopmi MKIIT [Tis. Engine
2 3aOesmneueHHs poOOTH B iHPOpMAIiHHIN crucTeMi  BiIILT 3a0€3MeUeHHS MIPOTATOM 3a0e3neyeHo, B Mexax CIPOLICHHS YIPaBIIHHS
VOpaBIiHHA  JIIOJACBKUMH  pecypcamu B JIOKyMEHTOO0OIry Ta POKY KOMIIETEHIIi1, BHECEHHS JI0 JIOJCBKUMU PECYpPCaMU B

nepkaBHux opranax (HRMIS)

u(ppoBOTO PO3BUTKY;
BiJy1i71 po0OOTH 3
MIEpCOHAJIOM, CEKTOP
OyXTraJTepChKOTO
00Ky

[OKYMEHT CE, ACKOZ,

1H(opMaIiifHOI cucTeMu
YOpPaBIiHHS JTIOACHBKUMU
pecypcamu B JIep>KaBHUX
opranax (HRMIS) nocrosipHoi
Ta NOBHOI 1H(}OopMallii;
3a0e3neyeHo 31HCHEHHS
HapaxyBaHHS 1 BUILIATH
3apo0iITHOI MJIATH MpaIliBHUKAM
anapaty JlexxomTenepasio
4yepes 3a3HaUCHYy CHUCTEMY

LepxkomMmTenepagio

CepTtudikaT 26B2648ADD3032E10400000023B11EO009FCIAAQO Hl

MNignucysay Haaueaiiko Oner Iroposuy
AiticHnin 3 24.10.2022 18:51:49 no 24.10.2024 18:51:49

10 8ig 31.01.2024

JACPIKaBHUX OpraHax
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3 VYyacte y peamizamii eKCIEPUMEHTAIBLHOTO BiJIUT 3a0€3MCUCHHS MIPOTATOM B35TO YYacCTh y KOHCYJbTAIlIIX  HAJAaHHS MyOIIYHHUX MOCTYT
MPOEKTY IIOAO 3alpPOBaKEHHS PeecTpy 3asiBOK JOKYMEHTOOOIry Ta POKY Ta/ ab0 y ckiaji pobodoi rpynu  3MIHCHIOETHCS B
Ta OTPUMYBAUiB JEP)KABHOI MIATPUMKH y chepl MHPPOBOTO PO3BUTKY, 3 peamizaiii €JICKTPOHHIN GopMi B
KYJIbTypH YIOPaBIiHHSA 3 TUTaHb eKCIIEpUMEHTAIBHOTO MTPOEKTYy  TECTOBOMY CEpEI0OBHILI
JOCTYITY J10 13 CTBOPEHHS, BIPOBAKEHHS 1
iHpopMmaii Ta BeJIeHHs PeecTpy 3asBoK Ta
MIATPUMKH Melia, OTPUMYBAYiB JI€PKABHOI
CEKTOp BUAABHUYOI HIATPUMKH y cepi KyIabTypu
CIIPaBH, FOPUIUYHUN
BIIALII
4 TligroroBka ta mojgaHHs MiHicTepcTBY IU(POBOI  BiiT 3a0e3MeUeHHS y TEpMiHH, y3arajbHEeHI MPOTMO3HIIii III0JI0  PO3BHUTOK, IHTETpaIlis Ta
TpaHnchopmariii YkpaiHu mpono3uiin 10 JTOKYMEHTOO00Iry Ta BU3HAYEHI OKpEeMUX 3aBJIaHb, IIPOEKTIB, miaTpuMKa iHdopMariitHo-
HamionansHoi iporpamu iHdopmaTHu3arii nudpoBoro po3BuTky  ['eHepanbHUM  poOIT 3 iHGOpMaTH3AITi TSt KOMYHIKaI[iIHHUX CUCTEM,
BiMOBIHO /10 3akoHy Ykpainu «lIpo JIep’KaBHUM (dbopmyBaHHS OI0KETHOT MEpexX, pecypciB Ta
Hamionansny nporpamy iHpopmaTuzariin Bifg 3aMOBHUKOM  mporpamu HamioHanbHO1 iHpopMariiHO-
01.12.2022 Ne 2807-IX HamionaneHoi mporpamu iHpopmarTu3zarii KOMYHIKaIlifHIX
porpamMu amapary Jlepxkomrenepaio, TEXHOJIOTI!
iHpopMaTH3a  MiANPHUEMCTB, yCTAaHOB Ta JepxxkomTenepaio,
i TOBapHUCTB chepr ynpaBITiHHSL MiIMPUEMCTB, YCTAHOB Ta
Jlep>KKoMTenepazio moJaHno TOBAapHUCTB chepu
MinictepcTBy 11M(ppoBOT yIIpaBIiHHS
TpaHncopmanii Ykpaiau JepxxomMTenepaio
5 TloOypnoBa 3axuIleHHX 3’€THAHB Ha 0a3i BIJILIT 3a0€3IeUYeHHS MIPOTSITOM HAJIAIITOBAHO BiAIaJICHUN Oe3neunuii BingajieHui
aKTUBHOTO KOMYHIKaI[iifHOTO 00J1aiHaHHS JTOKYMEHTOO00Iry Ta POKY JOCTYN BU3HAYEHUM JOCTYTI 3 iIeHTU(IKAIIEO

U (GPOBOTO PO3BUTKY

KOpHCTyBayam

KOPHUCTYBaviB



3axoau

BignoBinaabhi 3a
BUKOHAaHHSA

Crpok
BHKOHAHHSA

IngukaTop
BHUKOHAHHA

OuikyBaHi
pe3yabTaTH

3abe3nedyeHHs HaJIeKHOI eKCIuTyaTallii Ta
HiATPUMKH y pobouomy ctaHi JIOM i mepex
noctymy ao [ateprety JlepxxkomTtenepasio,
CepBEepHOi Ta KOMII FOTEPHOT TEXHIKU

[IpoBeneHHs BIANOBIAHUX NPOLERYP IS
3aKyTiBIIi TPOrPaMHOT0 3a0€3MeUeHHS,
(biHaHCYBaHHS MOCITYT MO0 TEXHIYHOT
HiATPUMKH Ta CBOEYACHOT'O OHOBJICHHS
MIPOTrpaMHOTO 3a0€3MEeUCHHS, MPUI0AHHS Ta
PEMOHTY KOMIT I0T€pPHOI Ta 0(piCHOT TEXHIKH

BII1T 3a0€31eUYeHHS
JTOKyMEHTOO00Iry Ta
M(ppoBOTO PO3BUTKY;
CEeKTOp
OyXTaJITEPCHKOTO
00Ky

BIJIIUT 3a0€31eYeHHS
JTOKYMEHTO0O00ITy Ta
M (PpPOBOTO PO3BUTKY;
¢biHaHCOBO-
€KOHOMIYHE
yHIpaBIiHHS

MPOTATOM
POKY

MIPOTSTOM
POKY

3a0e3MeYeHO aIMiHICTPYBaHHS
cepBepiB JlepkkoMTesepaio;
3aXMIIEHO Ta HAJTAIITOBAHO
MEPEXKEBE YCTATKyBaHHS
(oHOBIIEHO (PIIBTPU 3aXUCTY
CIIMCKOM CKOMIIPOMETOBAHUX ip
ajipec); HAIAIITOBAHO Ta
MIATPUMYETHCS B aKTYaTbHOMY
CTaHl MporpamMHe 3a0e3MmeueHHs
IKC; npoBeeHo mpo¢inakTuKy
CEpPBEPHOI Ta KOMIT FOTEPHOL
TEXHIKH; BU3HAYEHO MepestiK
ocHoBHUX 3aco0iB (30T,

KOMII IOTEPHOT'O Ta MEPEKEBOIO
oOJaHaHH), 110 TISITal0Th
CIIMCAHHIO, IMAMUCAHO AKTHU
CIIMCAaHHSI OCHOBHMX 3ac001B

MMATOTOBIECHO TEXHIYHI BUMOTH
JI0 TIPEIMETIB 3aKYIMiBIi;
MIOJIAaHO CITY’KOOBY 3aITUCKY
YIOBHOBaXk€Hi# 0c00i 3 MUTaHb
oprasizaiii Ta MpoBeICHHS
[poueayp
3aKyIiBeJIb/CIIPOIIEHUX
3aKyIiBelb Ta

3aKyIHiBelb, BAPTICTh IKUX

He nepesuirye 50 THC.TPH. AJis
BU3HAUYCHHS TIPOICAYPH
3aKyIiBIIi; TPOBEEHO il 3
IHCTAJIAIIT Ta HAJTAITYBAHHS

3ac00M 00YNCITIOBANIBHOT
TEXHIKH, KOMIT I0OTepHE Ta
MepexeBe 00J1aTHAHHS,
SIKE HE IM1JUIATa€ PEMOHTY
a00 MOpaJIBHO 3acTapijie
3HATO 3 OaNaHCy
JepxkomTenepasio

3aKyIIBJIS IPOrPaMHOTO
3a0e3IeuenHs, 3aco0iB
00YHCITIOBAIBHOT TEXHIKH
Ta MOCIYT TEXHIYHOT
HiATPUMKH 13
JOTPUMAHHSIM BUMOT
HOPMAaTHUBHO-TIPABOBUX
aKTIB, 110 PETYJIOIOTh
BITHOCHHH y chepax
3axuCTy iH(popMmallii,
aBTOPCHKOTO TIpaBa Ta
myOJIiYHUX 3aKyIiBeb
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8 OHOBIIEHHS IPOTPAMHOTO 3a0e3MeUeHHS Ta BII1T 3a0€31eUYeHHS MIPOTSITOM MIPOBEICHO Jii 3 IHCTAJIAIIT Ta O0OMiH €JIeKTPOHHUMH
HaJIaH_ITYBaHHSI cepBepy eJ’IeKTpOHHOI IIOINTH [[OKyMeHTOOGiI‘y Ta pOKy HaJIaIHTYBaHH}I H3 IIOIIITOBOI'O HOBiI[OMJIeHHSIMI/I

M(ppoBOTO PO3BUTKY;

Lughposa be3nexa

cepBepy; 3aXMILIEHO eJIeKTPOHHI
CKPUHBKHU MPAIiBHHUKIB BiJl
IJIECTPAMOBAHUX (QIITUHTOBUX
aTak, MIKiJIMBOTO IPOTrPAMHOTO
3a0e3neyeHHs Ta
CKOMIIPOMEHTOBAHOT
€JIEKTPOHHOI KOPECTIOHACHIIIT

3I1HACHIOETECS 3
JTOTPUMAHHSIM BUMOT
HOPMaTHBHO-IIPABOBHX
aKTiB, 110 PETYIIOIOThH
BIIHOCHHH y cdepi
3axucTy iHpopMarii

9 MowniTopuHT iHpOPMAIIITHO-KOMYHIKaIiHHOT BIJIIUT 3a0€31eYeHHs MIPOTSTOM 1H(popMallilo Ta BUCHOBKH 32 KOHTPOJIb poOOTH
cucremu [lepxkomrenepaio JTOKYMEHTO00Iry Ta POKY pe3yJbTaTaMi MOHITOPUHTY iHpOopMaLiiHUX aKTUBIB,
U(PPOBOTO PO3BUTKY HA/IaHO KEPIBHUIITBY LIS BiJICTe)KCHHS aKTyaJIbHUX
BYKUATTS BIAIIOBIIHUX 3aXO0/IB BepCiii MPOTOKOTIB
nepenayi 1aHux
10 Oprani3zaiiist 3aXUCTy Ta OHOBJICHHS BiJy1iJT 320€3MeYeHHS IPOTATOM orepamniiiHi CHCTEMH 3aXHUIIEHO  3amo0iraHHs 3apa)XeHHIO
aHTHBIPYCHOTO MPOTPAMHOr0 3a0€3MeYeHHSI Ha JOKYMEHTOO00ITy Ta POKY aKTyallbHOIO BEPCI€I0 (Monudikarii) daitmis,
kinnesux npuctposx IKC Jlepxkomrenepanio U(PPOBOTO PO3BUTKY MPOTPAMHOTO 3a0€3MeYeHHsI Ta  ONEepalifHIX CHCTEM
CBO€YACHO OHOBJIIOIOTHCS HIKIITTUBUM KOZOM
1T OnHoBneHHs MpaBuiI JIs MapmpyTU3alii Tpadiky  Biaaii 3a0e3neueHHs MIPOTSITOM oHoByieHO Address List, L7 IKC 3axumieHo Bix
JTOKYMEHTOO00Iry Ta POKY ¢inbrpanii; Source NAT, CTOPOHHBOTO
U(PPOBOrO PO3BUTKY masquerade and IIPOHUKHEHHS, 3a0e3neueHo
src-nat action, dst-nat and NPOTHUIIIO PI3HUM aTaKkam
redirect actions. Ha MEPCIKECBY
1HPPaCTPyKTYpy
12" 3abe3neueHHs cTaOLIBHOTO Ta HAAIHHOTO BIIJILT 3a0€311e4eHHS IPOTSTOM OHOBJICHO ITPOTOKOJI O€3[EYHOT0  CHCTEMY EJIEKTPOHHOIO
(byHKLIIOHYBaHHS CUCTEMH €JIEKTPOHHOTO JOKYMEHTOO0Iry Ta pOKy mupyBaHHA JaHUX JIOKyMEHTOO0O0ITy 3aXHIIEHO

BIJI HECAHKI[IOHOBAHOTO
nepexoruieHHs iHdopmartii

JOKyMEHTOOO0Ir'y: OHOBJICHHS CEpTH(]IKaTIB
6e3neku Ha cepsepi CEJ]

U(PPOBOTO PO3BUTKY
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13 TIpoBeaeHHs aHAII3y KPUIITOCHUCTEM Ta 3aC00iB  BiIJIiT 3a0e3MeueHHs MIPOTSITOM MIMAC KEPIBHUIITBA Ta TIEYaTKy  3a0e3reueHo
KpUnTorpadiuHoro 3axucty iHhopmariii: JTOKyMEHTOO00Iry Ta POKY JlepKKOMTeNepaIio 3aXHIeHO KpunrorpadiuyHuii Ta
u(ppoBOTro PO3BUTKY crangaprom PKCS#11 TeXHIYHUHN 3aXUCT,
kibepbe3meky,
Kibep3axucT Ta Oe3meKy
iHpOopMaLiiHuX
TEXHOJIOT1H
14 Bszaemopis B YaCTUHI CHiJIBHOIO BUKOHAHHS BIILT 3a0€3IeUYeHHS MIPOTSITOM TOTOBHICTH Y pa3i BUSABJICHHS HaJIArOUKEHHS B3a€MOIIT 3
3aBJaHb KibepOe3neKu JTOKYMEHTO00Iry Ta POKy 3arpo3u Oesmeni iHpopMariitHo- OCHOBHUMH Cy0’ €KTaMH

u(ppoBOTro pO3BUTKY

KOMYHIKAI[IHHUX CUCTEM
JepkkoMTenepaaio HalaBaTH
o HamionaiasHOTO
KOOP/AMHAIIIHOTO LIEHTPY
KibepOesneku iHdopmarlliro mpo
BUSIBJICHI KiOepaTaku

HaIlOHAJILHOI CUCTEMHA
kibepbe3nexku



